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Abstract

Problem Statement

Technology is too frequently the prinicpal driver instead of business needs.

Technology obscures the actual business problem.

Framework

RM-ODP

Overview emphasizing viewpoints and correspondence relationships between them.  Distribution transparencies will also be stressed.

Business

Ex Post Facto enforcement of business rules

Actors

Traders

Clients

Exchanges

Regulators

Trading Systems

Front Office

Desk Head

Middle/Back Office

Business Rules

Several Sources

Legal Context

Federal Reserve Bank

Securities and Exchange Commission

Firm’s Business Policies

The firm’s name is a key asset that must be explicitly modeled in an Enterprise Specification.

Deskhead’s Policies

Surveillance Rules

Some surveillance rules:

Front Running

Dismissal of Trader

Grey and Restricted List

Role Restriction

Problems With Current Business Specifications

Technology

Distributed Object Computing

Legacy Systems

Problems With Current Technology Specifications

Correspondence Between Security Qualities In Business And Technology Specifications

Requires precise language in which precise specifications are written for each view.  In addition, linking invariants must be specified between each specification.

RM-ODP Viewpoints and Correspondence

Brief overview of ODP specification

Viewpoints

Define in [1] as:

· Enterprise viewpoint: A viewpoint on an ODP system and its environment that focuses on the purpose, scope and policies for that system.

· Information viewpoint: A viewpoint on an ODP system and its environment that focuses on the semantics of information and information processing.

· Computational viewpoint: A viewpoint on an ODP system and its environment which enables distribution through functional decomposition of the system into objects which interact at interfaces.

· Engineering viewpoint: A viewpoint on an ODP system and its environment that focuses on the mechanisms and functions required to support distributed interaction between objects in the system.

· Technology viewpoint: A viewpoint on an ODP system and its environment that focuses on the choice of technology in that system.
Correspondence

An important concept from [1] is the correspondence between specifications.

“The key to consistency is the idea of correspondences between specifications, i.e., a statement that some terms or structures in one specification correspond to other terms and specifications in a second specification. Correspondences can be established between two different specifications in a single language or in two different languages. Statements of correspondences between two languages imply equivalent correspondences between any pair of specifications expressed in those languages.

Analysis of consistency depends on the application of a specific consistency techniques. Most of these are based on checks for particular kinds of inconsistency, and thus cannot prove absolute consistency. One form of consistency involves a set of correspondence rules to steer a transformation from one language to another. Thus given a specification S1 in viewpoint language L1 and specification S2 in viewpoint language L2 , where S1 and S2 both specify the same system, a transformation T can be applied to S1 resulting in a new specification T(S1 ) in viewpoint language L2 which can be compared directly to S2 to check, for example, for behavioural compatibility between allegedly equivalent objects or configurations of objects.”
Linking Invariant

A concept defined by Hoare in [2] as “The general technique for crossing a level of abstraction is to define the way in which an observation at one level of abstraction corresponds to one or more observations at the other level. This relationship can itself be described by a predicate (often called a linking invariant) L(c, a), which relates an abstract observation a (in the alphabet of the specification) to a more concrete observation c (in the alphabet of the implementation).  Let P(c) be a product description describing concrete observations c. Then the quantified predicate ( c ( L(c, a) : P(c) describes all the ways in which the product P can give rise to an abstract observation a. Let S(a) specify the desired properties of the abstract observations. Then the correctness of the product is expressed by the implication((( c ( L(c, a) : P(c)) ( S(a)(.  The linking invariant is what ensures complete match between the alphabets on both sides of this implication.”

Object Constraint Language

The Object Constraint Language is defined in [3].  Our proposal is the consistent application of OCL to the relationships in the Enterprise, Information, Computational, and Engineering Viewpoints supported by automated model checking.  Tools such as [4] demonstrate the feasibility of this idea.  Requirements for automated support for model checking:

1. Ready access to all reachable models.

Our Proposal

· Identify and enumerate structural qualities needed for security such as Privacy, Reputable, Identifiable and Authenticatable needed to support fundamental security concepts in the business domain (Enterprise Viewpoint).

· Constrain relationships between objects in the business model (Enterprise, Information and Computational viewpoints) with explicit OCL adornment on relationships and object interactions.

· Identify and enumerate security qualities available in technology domain (Computational, Engineering and Technology viewpoints).  As part of the “As Built” object services model.  Such qualities might include:

Authentication as provided in [5].

SSL

These security properties are filtered by the relationships between objects that utilize the object services layer.  The graph of this behavior inheritance in the technology specification becomes the domain of the conformance point for the conformance point/reference point relationship.

· Identify and specify the correspondence relationships between the constraints in the business specification and the technology specification that embody the security constraints from both specifications.

· Generate test specifications for the conformance points in the technology specification.
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